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Abstract

This position paper argues that security research on Al-
assisted programming is overly model-centric and neglects
human—AlI teaming. While Large Language Model (LLM)
coding assistants are widely used, current evaluations focus
mainly on model performance and vulnerability detection in
generated code, assuming better models alone will improve
security. A targeted review of human-subject studies found
only five relevant papers, with methodological diversity across
studies making direct comparisons challenging. This review
provided a clearer framework for our position that there are
major gaps in the current research thrusts. We argue that
security outcomes depend on human—AlI interaction factors
such as automation bias and reliance, and call for a shift to-
ward human-centered, socio-technical security research on
Al-assisted programming.

1 Introduction

In this position paper, we argue that current research on the
security of Al-assisted programming is methodologically frag-
mented, overly Large Language Model (LLM)-centric, and
detached from the realities of software development. Despite
claims that LLM coding assistants will reshape software en-
gineering, published security research seems to still largely
evaluate these systems as if humans were not part of the equa-
tion. We believe this is a serious mistake.

Since the public release of ChatGPT in late 2022, LLM
assistants have become embedded in software development
workflows. More specialized systems now support tasks from
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code completion to full application generation. These tools
are marketed as productivity aids for experienced developers,
and for non-experienced programmers as systems that lower
barriers to software creation altogether. For example, Google
Al Studio is specifically marketed to users with no coding
experience [?]. In practice, people with limited programming
expertise are increasingly encouraged to generate, deploy, and
maintain software with extensive Al assistance.

At the same time, early evidence shows that Al-generated
code can appear correct and efficient while introducing sub-
tle but severe security vulnerabilities [21]. Yet much of the
research treats this primarily as a model evaluation problem,
focusing on benchmark performance, vulnerability detection
rates, or comparisons to existing datasets [1,7, 8]. While valu-
able, these approaches implicitly assume that improving the
model is sufficient to improve security.

Our position is that security failures in Al-assisted program-
ming are not only model failures, but failures of human-Al
teaming. Developers do not always passively accept code
suggestions; they negotiate with them, trust or reject them,
and often defer to them. If insecure code is deployed, the
issue is not only that the model produced it, but that human
decision-making allowed it to happen. We began our research
by conducting a literature review to examine the current un-
derstanding of human—AlI assistant interaction and the ap-
proaches used to evaluate these interactions. This review re-
vealed a notable gap in the existing literature, with relatively
few studies investigating the interaction of humans and Al
assistants and the methods used to assess it.

This omission is especially concerning as these tools are
increasingly aimed at novice users who may lack the exper-
tise to evaluate generated code. The field risks normalizing
a future where secure software development is treated as an
LLM optimization problem, while the human operator be-
comes secondary. We argue this framing is incomplete and
unjustifiably keeping humans out of the loop. We believe that
the future of software development must include humans and
thus we call upon further research in this area.

To structure this position paper and encourage a discussion



we formulate the themes:

1. Based on the literature review, how is security currently
evaluated in Al-assisted programming research?

2. A critical evaluation of the field, arguing that existing
literature decouples secure LLM engineering from the
actual developers using these tools.

3. Our position about the research agenda the cyber-
security community should pursue for human human—AI
teaming.

2 Literature review

To better understand how current research evaluates security
in Al-assisted programming, we conducted a literature review
focused on human-subject studies involving LLM-assisted
software development. While more than 500 papers initially
appeared relevant, our screening process identified only five
peer-reviewed studies that included a human-subject compo-
nent. This highlights the limited attention given to human-
centered security aspects in current research.

The review process was inspired by the search methodology
proposed by Zhang et al. [20], which propose to conduct a
manual search. The papers of the manual search are then used
for the validation of the of the automated search. It has to
be noted that in the paper the search using a search string is
called the automated search and looking through conference
publication is called the manual search by Zhang et al. This
is in contrast to how the terms are used in this paper.

We first defined the exclusion criteria for the literature
review. Papers were excluded if they met one or more of the
following criteria:

* The paper did not report a human-subject study in which
participants used LLMs to generate code that was com-
pared with human-written code, and the resulting code
was evaluated with respect to security.

¢ Published before November 30, 2022 (the release date
of ChatGPT).

» The publication was a book, survey, thesis, repository, or
non-peer-reviewed artifact.

Google Scholar was selected as the primary search engine
due to its broad interdisciplinary coverage across security
and software engineering research. A search string was de-
veloped to identify relevant studies. To validate the quality
of the search result, we have identified five evaluation papers,
which were used to refine the search string. These papers were
identified as relevant based on our domain expertise in the
field '. The resulting search string used for the search was:

'One of the initially identified papers was excluded during the second
screening stage because it did not meet the predefined inclusion and exclusion
criteria.

(AI OR LLM OR Copilot OR GPT) AND (security
OR secure OR insecure) AND (developer OR user
OR usable OR assistant)

In addition, the search was restricted to publications pub-
lished after November 30, 2022, corresponding to the public
release of ChatGPT. This date was selected because after this
date large language model (LLM)-based assistants became
widely accessible to the general public.

The search string underwent six iterations throughout the
development of the search strategy. The initial search string
was adapted from the work of Basic and Giaretta [3], as it
addressed a closely related research domain. The search string
used in the first iteration was as follows:

("Large Language Models" OR "Language Model"
OR "LLMs" OR Codex OR Llama OR Copilot
OR GPT* OR ChatGPT) AND ("Code Generation"
OR "Al-generated Code" OR "Automated Code
Generation" OR "Code Assistance" OR "Al assis-
tance") AND ("Security Vulnerabilities" OR "Se-
curity Risks" OR "Security Flaws" OR "Software
Security" OR "Impact on Code Security" OR Cy-
bersecurity OR Vulnerabilities OR Security OR
Insecure) AND (experiment* OR empirical OR
evaluation OR study OR analysis OR assessment
OR investigation OR measurement OR observation
OR "case study" OR "user study" OR "comparative
study" OR quantitative OR qualitative OR testing
OR simulation OR "experimental study" OR "em-
pirical analysis" OR "controlled experiment" OR
"User-centered")

Following the first three iterations, the search strategy was
substantially revised. The original search string failed to re-
trieve all validation papers and produced a large number of
irrelevant results, resulting in low precision of the search.
Consequently, a simpler and more focused search string was
explored:

(AI or LLM or copilot or *GPT) and (insecure or
secure or security*) and (users or user or usable)

This search string was ultimately not adopted. During its
evaluation, inconsistencies were identified regarding wildcard
support in Google Scholar. The available documentation and
community sources provided conflicting information, with
some indicating that wildcard operators are unsupported while
others claimed they can be used. Wildcard operators were
therefore excluded from the final search strategy.

The screening process was conducted in two stages. In the
first stage, papers were screened based on title and abstract. In
the second stage, the remaining papers were reviewed in full
text. The initial classification was performed by one author,
and the resulting classifications were subsequently reviewed
and confirmed by both authors.



Following the initial screening, and prior to the full-text
review, a citation and reference search was conducted on
the 14 papers identified for further assessment. This search
yielded 218 additional records. The same screening procedure
and exclusion criteria were applied to these records; however,
no further studies met the inclusion criteria and were therefore
added to the final sample.

The screening process can be viewed in Diagram 1.

The review resulted in five papers that matched the inclu-
sion criteria.

3 Findings

Table 4 summarizes the five papers identified through the
literature review.

We identified three main patterns. First, most works being
excluded in the first and second round of screening focus
on automated benchmarking of generated code rather than
human-subject studies, evaluating artifacts or vulnerability
prevalence without involving developers [1,7, 8].

Second, the relatively small number of human-subject stud-
ies typically involve short, controlled tasks [2,12, 13, 15] with
limited participant groups [2, 12], most often students or expe-
rienced developers. Novice and non-programmers appear to
be underrepresented, despite their relevance to claims about
the accessibility of Al-assisted programming tools.

And last, the studies differ substantially in methodology,
including programming tasks, prompting strategies, LLM sys-
tems, and security metrics. Reported measures range from
vulnerability counts to CWE density and expert-assigned se-
curity scores, limiting comparability across studies because
no standardized setup and evaluation framework seems to
exists.

In the following sections, we provide a further discussion of
the studies identified during the literature review that were not
included in the primary analysis of this paper. This grouping
should not be interpreted as a comprehensive representation
of all available research in the field of human-centered Al
interaction. Rather, it reflects the body of literature identified
following the initial screening and evaluation phase, compris-
ing studies that underwent full-text review but were subse-
quently excluded from the main analysis. The purpose of this
overview is to provide insight into the broader review process
and to contextualize the selection of the studies included in
the final analysis.

The first group comprises studies that investigates the secu-
rity performance of one or more LLMs. These studies evalu-
ate the security characteristics of LLM-generated code with-
out involving human participants directly in the study. The
used prompts are standardized or generated by the researchers
themselves to ensure consistent evaluation across models for
the benchmarking of the result. The primary focus is on the
capabilities of the models and how it compares with stan-
dards. A summary of the studies in this category is provided

in Table 2.

The second group consists of studies that analyze code
or prompts originating from real users, typically collected
from online platforms or publicly available datasets. These
studies compare the security properties of human-written code
with those of LLM-generated code or investigate the security
implications of user-submitted prompts. Unlike the studies
considered in this review, they do not examine the interaction
between users and LLMs but instead focus on the security
characteristics of the resulting code artifacts. A summary of
these studies is presented in Table 3.

The third group includes studies involving human partici-
pants that investigate LLM usage but fall outside the scope
of this review. These studies either do not address software
security or are unrelated to programming tasks. Their pri-
mary focus is often on aspects such as user trust, reliance
on LLM-generated outputs, usability, or general patterns of
human-LLM interaction. A summary of these studies can be
found in Table ??.

4 Research Gaps and Agenda

While the preceding review outlines the stark limitations of
existing research, the following section articulates our stance
on these gaps and future of secure LLM development.

The literature suggests that research on Al-assisted pro-
gramming security remains largely model-centered and frag-
mented. While the excluded studies were not part of the re-
search aim of this paper, we noticed by reading the abstracts
that most of these studies appear to evaluate generated code us-
ing benchmarks [9], vulnerability count [7], or datasets [8,19],
while paying limited attention to how users interact with Al
systems during security-relevant programming tasks.

4.1 Novice Programmers and Accessibility

Most studies focus on students or professional developers
[2,12,13,15], while novice and users with no programming
experience are largely absent. This is notable given that Al
coding tools are increasingly positioned as lowering barriers
to software development.

Future work should examine whether inexperienced users
can identify insecure suggestions and safely use Al-assisted
programming systems.

4.2 Human Decision-Making and Trust

Studies on poisoned LLLM assistants show that users often
accept insecure suggestions [12, 15], suggesting that trust
and verification behavior are important factors in security
outcomes.

However, little work examines how developers decide
whether to trust or verify generated code [16] for security.
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Figure 1: Overview of the literature review and screening process for human-centered studies on the security of Al-assisted

programming.

Future research should study verification strategies and re-
liance on Al systems in security-critical settings.

4.3 Methodological Consistency

The studies we examined, most of them vary widely in tasks,
prompting strategies, programming languages, participant
groups, and security metrics, making results difficult to com-
pare.

Future work should develop more standardized evaluation
frameworks for human-subject studies in Al-assisted program-
ming security, including comparable tasks and consistent se-
curity metrics to improve reproducibility.

4.4 Longitudinal Research

Most studies evaluated rely on short, controlled programming
tasks that may not reflect real-world development practices
involving long-term Al use, collaboration, and iterative de-
bugging.

We call upon funding agencies to specifically consider
the value of longitudinal studies such that Al-assisted pro-
gramming security can be researched in realistic, longitudinal
settings to understand how trust and security behavior of the
user evolves over time for future research.

5 Conclusion

Based on the limited number of studies identified in this lit-
erature review that specifically examine human interaction
during Al-assisted code generation, it appears that current
research on the security of Al-assisted programming remains
predominantly model-centric and often disconnected from
real human-Al interaction. While early studies provide useful
insights, they tend to prioritize benchmark performance over
how people actually use these systems in practice.

Al coding tools are becoming mainstream and reaching
users with varying levels of expertise. This aspect of human-
Al interaction seem to be underexplored. Security risks do
not depend only on model outputs, but also on how users
interpret, trust, and verify those outputs. In this sense, security
is an emergent property of human-Al interaction rather than
a purely technical feature of the model.

We therefore argue that evaluations without human-
centered components would offer an incomplete picture of
real-world security risks. We see no evidence that industry
will shift their focus, and call upon the independent research
community to recognize that we should shift away from treat-
ing this solely as a model optimization problem and instead
recognize secure Al-assisted programming as a human-Al
interaction challenge shaped by trust and user behavior.



Paper Participants | Experience Language LLM Assis- | Analysis Security Met-
tant ric
Asare et al. | 25 Students and | C GitHub Copi- | Kruskal- Vulnerabilities
(2024) [2] professionals lot Wallis / | identified /
Fisher’s ex- | total possible
act statistical | vulnerabili-
ties
Perry et al. | 47 Students and | Python, OpenAl Welch’s t-test | Security score
(2023) [13] professionals | JavaScript, | Codex / Chi-squared | by expert
SQL, C test
Serafini et al. | 76 Professionals | Java, Post- | Poisoned Power and in- | Security score
(2025) [15] (freelancer) greSQL, Al assistant | ferential anal- | by Expert
Hibernate (ChatGPT- ysis
like)
Sandoval et al. | 58 Undergraduate | C OpenAl Comparative | Common
(2023) [14] and postgradu- Codex and non- | Weakness
ate students inferiority Enumeration
hypothesis (CWE) per
tests Line of Code
(Weaknesses
were identi-
fied manually)
Oh et al.| 30 Professionals | Python, Poisoned Chi-squared Presence of in-
(2024) [12] SQL CodeGen test / Pearson | jected vulnera-
6.1B model Correlation bilities
Analysis

Table 1: Overview of the identified human-subject studies on Al-assisted programming security.
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